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DETAILED ACTION 
Specification 

1 . The disclosure is objected to because of the following informalities: the "Cross 
Reference to Related Applications" section needs updated to include the appropriate 
application numbers. 

Appropriate corection is required. 

Claim Rejections - 35 USC §112 

2. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

3. Claim 2 is rejected under 35 U.S.C. 112, second paragraph, as being indefinite 
for failing to particularly point out and distinctly claim the subject matter which applicant 
regards as the invention. 

4. Claim 2 recites the limitation "the architecture according to claim 2" in line 1. 
There is insufficient antecedent basis for this limitation in the claim. 

Claim Rejections - 35 USC § 103 

5. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary sl<ill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 
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6. Claims 1. 2. 7-11. 13-15. and 16 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Dent (U.S. Patent Pub. No. 2001/0005695) in view of Billstrom (U.S. 
Patent No. 5.729,537). 

Regarding claims 1 and 15 . Dent teaches an architecture/method for confirming 
the identity of a message sender on a remote services system, comprising: 

• A communications module operable to transmit a message (fig. 3, ref. num 43); 

• A mid-level manager operating in conjunction with said communications module 
for controlling the flow of messages in said remote services system and for 
verifying the identity of a sender by comparing first and second data identities in 
said data stream (fig. 4, ref. 73). 

Dent does not teach a cryptographic module in said communications module for 
providing encryption of a data stream in said message. 

Billstrom teaches a cryptographic module in said communications module for 
providing encryption of a data stream in said message (col. 9, lines 39-50). 

It would have been obvious to one of ordinary skill in the art, at the time the 
invention was made, to combine encrypting the data stream, as taught by Billstrom . with 
the architecture/method of Dent . It would have been obvious for such modifications 
because a transmitted data stream could be monitored by unauthorized persons; 
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encrypting prevents any intelligible information from being derived from such 
transmission. 

Regarding claim 9 . Dent teaches a method of confirming the identity of a 
message sender on a remote services system, comprising: 

• Obtaining a first identity related to a message, said first identity being obtained in 
said remote services system (fig. 4, ref. num 65); 

• Obtaining a second identity related to the sender of a message, said second 
identity being obtained in said remote services system (fig. 4, ref. num 71); and 

• Comparing said first identity with said second identity to verify the identity of the 
sender of said message (fig. 4, ref. num 73). 

Dent does not specifically teach the identities being obtained from a software 

layer. 

Billstrom teaches obtaining identities from a software layer (col. 10, lines 18-32 
and col. 12, lines 13-31). 

It would have been obvious to one of ordinary skill in the art, at the time the 
invention was made, to combine obtaining identities from a software layer, as taught by 
Billstrom . with the method of Dent . It would have been obvious for such modifications 
because the identities in a software layer consist of a password in a browser or a 
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network ID of a packet; both are common identification methods, and both provide an 
identity of a particular data. 

Regarding claims 2. 10. and 16 . Dent as modified by Billstrom teaches said first 
data identity comprising data in a network software layer, said second identity 
comprising data in an application software layer (see col. 10, lines 18-32 and col. 12, 
lines 13-31 of Billstrom). 

Regarding claim 11. Dent as modified by Billstrom teaches further comprising 
encrypting said message and said identities in an encryption module in said remote 
services system (see col. 9, lines 39-50 of Billstrom). 

Regarding claims 7. 8. 13. and 14 . the examiner takes official notice that wherein 
transmission of said message is conditioned on HTTP and on an email protocol is 
obvious. It would have been obvious based on the above combinations because the 
application layer is known to consist of SMTP and HTTP, the common mail protocol and 
browser protocol. 

Claims 3-6. 12. and 17-20 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Dent (U.S. Patent Pub. No. 2001/0005695) In view of Billstrom 
(USPN '537), and further in view of Belfiore et al. (U.S. Patent Pub. No. 2002/0059425). 



Application/Control Number: 1 0/066,91 4 Page 6 

Art Unit: 2136 

Regarding claims 3. 12. and 17. Dent as modified by Billstrom teaches all the 
limitations of claims 1, 2, 9-11, and 15, above. However, the combination does not 
teach said cryptographic module using secure socket layer encryption. 

Belfiore et al. teaches said cryptographic module using secure socket layer 
encryption (paragraph 0211). 

It would have been obvious to one of ordinary skill in the art, at the time the 
invention was made, to combine using SSL encryption, as taught by Belfiore et al. . with 
the method of Dent/Billstrom . It would have been obvious for such modifications 
because SSL is beneficial in a browser based system, such as the applications of 
Billstrom. 

Regarding claims 4 and 18 . Dent as modified by Billstrom teaches all the 
limitations of claims 1, 2, 15, and 17, above. However, the combination does not teach 
said mid-level manager controlling data flow between a customer proxy and an 
applications server. 



Belfiore et al. teaches said mid-level manager controlling data flow between a 
customer proxy and an applications server (paragraph 0213). 
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It would have been obvious to one of ordinary skill in the art, at the time the 
invention was made, to combine controlling flow between a proxy and a server, as 
taught by Belfiore etal. . with the method of Dent/Billstrom . It would have been obvious 
for such modifications because proxies are known to provide connections on behalf of a 
user; controlling flow between a proxy and a server would be advantageous because a 
user may not be authenticated to access the server. 

Regarding claims 5 and 19 . Dent as modified by Billstrom/Belfiore et al. teaches 
wherein said mid-level manager is a customer mid-level manager (see paragraph 0213 
of Belfiore et a!.). 

Regarding claims 6 and 20 . Dent as modified by Billstrom/Belfiore et al. teaches 
wherein said mid-level manager is an aggregation mid-level manager (see paragraph 
0213 of Belfiore etal.). 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Brandon Hoffman whose telephone number is 571-272- 
3863. The examiner can normally be reached on M-F 8:30 - 5:00. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on 571-272-3795. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 
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information regarding tiie status of an application may be obtained from tlie 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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